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OVERVIEW

e About us

e Emerging standards and regulation for automotive type approval
e Challenges of demonstrating conformance

e Qur approach - use an assurance case approach

e Conclusions
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APPLYING AN ASSURACE CASE WITHIN AUTOMOTIVE TO SUPPORT TYPE APPROVAL

Key Question: How do | clearly and efficiently tell the whole cybersecurity engineering story to

support various internal and external requirements?
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EXAMPLE — R155 ARGUMENT

CLAIM: THE VEHICLE MANUFACTURER FULLY COMPLIES WITH THE UNECE R155 REQUIREMENTS

Example Arguments:

The CSMS is documented and includes threat
identification, risk mitigation, and continuous
improvement processes.

Independent audits have validated the
effectiveness of cybersecurity measures.

Cybersecurity controls are embedded in the
design phase and extend across the entire
supply chain.

Security Event Identification and Vulnerability
management processes have been uniquely
tailored to the product’s risk profile

Example Evidence:

CSMS documentation including threat models
and TARA reports.

Audit reports from accredited third-party
assessors.

Test results from penetration testing and
vulnerability assessments.

Examples of how secure design principles have
been applied during system architecture
reviews.

Case studies demonstrating how Event
identification and Vulnerability management
has followed the policy and been applied in the
real world.
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EXAMPLE — EURO7 FRAGMENT
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CONCLUSIONS

e We have used this approach to support customers on their type approval journey
® Practical structured approach
e Supported by established Assurance Case tooling in ASCE
e Link the evidence and explain what role it plays

e Come and chat about using an assurance case approach for type approval
® Poster session on Tuesday afternoon
® |nteractive demo using ASCE

e Contact me or the paper’s authors to discuss further

luke.emmet@nccgroup.com
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