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A broader framework for safety, security and resilience analysis
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Consequence and Safety

3



Imperial College London

Security Analysis
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Resilience Analysis

At each step the attacker may choose to:

• Continue to compromise the system. 

• Perform an action that impacts function. 

This leads to combinatorial explosion of attack 

scenarios. Resilience to attacks is difficult.

Resilience is identifying the (optimal) combination 

of strategies (robustness, redundancy, recovery) 

that minimises loss of function over time for a 

range of perturbations (including attacks). 

5 Modified from: Ganin et al. Operational resilience: concepts, design and 
analysis. Nature Scientific Reports  
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Combining safety and security analysis
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Automated derivation of 

the attack actions which 

combined with system 

behaviour lead to safety 

hazards. 

Automated derivation of 

attack pathways i.e. how 

required positioning in 

the system may be 

acquired by attacker. 

L. M. Castiglione and E. C. Lupu. Which attacks lead to hazards? combining safety and security analysis 

for cyber-physical systems. IEEE Trans. Depend. Sec. Comput., 21(4):2526–2540, 2023.
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Resilience Analysis

Is it better to focus efforts on attack containment or 

on recovery?

… well, it depends on the dwell time of the attack 

(and the limitations of intrusion detection)
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How does the structure of SLAs impact 

investments in resilience?

What are the resilience gains from redundancy 

(with diversity)?

J. Soikkeli, G. Casale, L. Munoz-Gonzalez and E. C. Lupu, "Redundancy 

Planning for Cost Efficient Resilience to Cyber Attacks," in IEEE Transactions on 

Dependable and Secure Computing, doi: 10.1109/TDSC.2022.3151462.
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Closing Thoughts

There are many research questions at the intersection of security, safety and resilience that 

can be answered, e.g. identifying attacks that will lead to safety violations, characterise degraded 

modes of operation that preserve safety and isolate threats, respond to perturbations etc. Tool support 

to help analysis is within reach and currently much of the effort is manual, error prone and painful. This 

will require combining perspectives. 

The framework presented proved useful to integrate thinking, identify difficult challenges and 

construct solutions. Further work is the pipeline including on: continuous risk assessment, 

reconfiguration when parts of the system have been compromised, dynamic network segmentation, 

attack simulation/emulation, integration with MBSE.  
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