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Advanced Persistent Threats

► Advanced Persistent Threats (APTs):

– Advanced: combine a full spectrum of cyber attacks and intelligence-gathering 
techniques.

– Persistent: highly determined and persistent attackers.

– Threats: extract information and lead to big-scale damage.

► Target industrial or critical infrastructures, potentially impacting safety
(Stuxnet attack [1].)

[1] Langner, R.: Stuxnet: Dissecting a Cyberwarfare Weapon. IEEE Secur. Priv. 9, 49–
51 (2011). https://doi.org/10.1109/MSP.2011.67.
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► Anomaly-based Intrusion Detection systems are a promising means to
protect against APTs.

► They can derive complex rules to identify attacks by learning from data.

► They can detect unknown attacks and zero-day day.

► Network Intrusion Detection (NID): network traffic encoded as structured
data.

APT and Network Intrusion Detection
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Motivations

► NIDs depend on high-quality datasets, which often fail to represent
APT complexity and the evolution of the attacker strategies.

► Further, state-of-the-art NID datasets:

– Structured in a flow-based approach, does not present alternating sequences of 
normal and attack network packets. 

– are not suitable for evaluating the detector's capabilities to interrupt an attack path;

– are not suitable to measure the time to detect an attack (attack latency).
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Motivations

Packet-based datasetSOTA  Flow-based approach
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Evaluate a Detector using Latency

► We apply an evaluation approach for NIDs that considers attack latency [5].

► In practice, we measure latency as a time interval, or as the number of data
points between the two data points xi and xd.

Δl

[5] T. Puccetti and A. Ceccarelli, "Detection Latencies of Anomaly Detectors - An Overlooked Perspective?," 2024 
IEEE 35th International Symposium on Software Reliability Engineering (ISSRE), Tsukuba, Japan, 2024, pp. 37-
48, doi: 10.1109/ISSRE62328.2024.00015.(Link).

• Δl = td – ti.
• Average Latency = ΔL = ∑𝒊𝒊=𝟎𝟎𝑵𝑵 𝜟𝜟𝜟𝜟𝒊𝒊 /𝑵𝑵
• SDR = detected sequences / total sequences. 

https://arxiv.org/abs/2402.09082
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Evaluate a Detector using Latency

[5] T. Puccetti and A. Ceccarelli, "Detection Latencies of Anomaly Detectors - An Overlooked Perspective?," 2024 
IEEE 35th International Symposium on Software Reliability Engineering (ISSRE), Tsukuba, Japan, 2024, pp. 37-
48, doi: 10.1109/ISSRE62328.2024.00015.(Link).

• Δl = td – ti.
• Average Latency = ΔL = ∑𝒊𝒊=𝟎𝟎𝑵𝑵 𝜟𝜟𝜟𝜟𝒊𝒊 /𝑵𝑵
• SDR = detected sequences / total sequences. 

https://arxiv.org/abs/2402.09082
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What we do

► We propose a methodology to create a semi-synthetic dataset.

► We reproduce APTs against a simulated industrial network.

► The dataset includes APT paths combining several techniques and covering multiple stages of the
APT lifecycle.

► Different from most works, the dataset reproduces publish/subscribe communication traffic from a
real network.

► The dataset keeps a detailed track of the attack stages within the network traffic. This allows us to:

– Measure the Network Intrusion Detectors' ability to interrupt the APT path

– The attacker's persistence until detection (time to detect a step of the APT path).
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Simulate Normal Traffic

1. We simulate an industrial system 
(DoS/DDoS-MQTT-IoT dataset [2]).

2. Analyze the dataset to understand 
network topology (IP addresses, roles).

3. Replicate the dataset network topology.

4. Replay publish messages.

5. We simulate 23 devices (IP 10.0.0.1/23) 
for 2 days of normal operation.

Publishers Subscribers

[2] Alatram, A., Sikos, L.F., Johnstone, M., Szewczyk, P., Kang, J.J.: DoS/DDoS-MQTT-IoT: A dataset for
evaluating intrusions in IoT networks using the MQTT protocol. Comput. Netw. 231, 109809 (2023).
https://doi.org/10.1016/j.comnet.2023.109809.
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Define APT Scenarios

Define APTs:
 We define an attack graph based 

on the MITRE ATT&CK [3]. 

 Each attack step executes a real 
exploit from CVE [4].

 We select 4 different attack paths 
from the attack graph, i.e., we 
combine different attack steps.

[3] MITRE ATT&CK - https://attack.mitre.org/
[4] CVE - https://cve.mitre.org/

https://attack.mitre.org/
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Simulate APT Scenarios

Timestamp Attack Phase Step

04:27:32.802

Reconnaissance

nmap_banner

04:29:20.175 pause

04:33:15.278 nmap sub

04:33:45.482 pause

04:36:12.122 nmap_banner

04:38:12.122 pause

04:41:45.014 Maintain access ssh_bruteforce

05:25:23.456 pause

05:27:10.446

Scanning

mqtt_disc

05:27:57.122 pause

05:28:51.111 mqtt_disc

05:32:38.221 pause

05:34:36.765

Exploitation

dollar_char

05:38:38.821 pause

05:40.25.669 dollar_char
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Compose the Dataset

…
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The dataset
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Results

► We train XGBoost using the dataset.

► False Positive Rate (FPR) = 0.001.
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Conclusions

► We propose a methodology to realize a semi-synthetic APT detection dataset

► We define the APT attack by composing different attack steps that resemble the
APT lifecycle

► We provide the indices for accessing the packets belonging to each attack
step iteration, allowing for computing the attack latency and sequence detection
rate.

► This allows us to measure the probability and the time required to interrupt an
attack step. This is important when defending from APT as it quantifies the ability
of the defenses to avoid the attacker completing the attack graph and reaching its
goal.
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Future Work

► Compose a refined version of the dataset:

A. The attack steps will be enriched.

B. The time of the simulation will be augmented.

► Study of detection algorithms and feature augmentation techniques that can
leverage the structure of the dataset.

► Combines the probability of detecting attack steps to compute the probability of
detecting the whole APT and the related attack latency.
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Questions
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