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Hazard analysis



Identify loss scenarios:

Identify Unsafe Control Actions (UCAs):

Model the control structure:

Define purpose of  the analysis:

System-Theoretic Process Analysis (STPA)
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Control structure

UCAs

Scenarios

Losses Hazards System constraints

Controller constraints

Responsibilities

⋅ ⋅

⋅

⋅
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Combine 
Textual Descriptions

with Diagrams in PASTA
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Maximilian Kasperowski and Niklas Rentz and Sören Domrös and Reinhard von Hanxleden: 
“KIELER: A Text-First Framework for Automatic Diagramming of  Complex Systems.”
In Proceedings of  the 14th International Conference on the Theory and Application of  Diagrams, DIAGRAMS ’24.

ModelText

Views



Pragmatic Automated 
System-Theoretic Process Analysis (PASTA)

6J. Petzold, J. Kreiß, R. von Hanxleden: "PASTA: Pragmatic Automated System-Theoretic Process Analysis.“
2023 53rd Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), 2023.



New Features

Structural Analysis

Automation

Automatic Description Filtering

Textual-Graphical Report Generation
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Structural Analysis

New Features

Automation

Automatic Description Filtering

Textual-Graphical Report Generation
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: detect missing feedback in control structure
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: generate UCA text for scenarios

New Features

Structural Analysis

Automation

Automatic Description Filtering

Textual-Graphical Report Generation
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New Features

Structural Analysis

Automation
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Textual-Graphical Report Generation
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Problem of  Diagrams
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small examples clear realistic analysis unclear

even more problematic when displaying descriptions
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Description Filtering
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door
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New Features

Structural Analysis
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Textual-Graphical Report Generation
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Result Report
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Textual-Graphical Report Generation
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Textual-Graphical Report Generation
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Pragmatic Automated 
System-Theoretic Process Analysis (PASTA)
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https://github.com/kieler/stpa https://marketplace.visualstudio.com/items?itemName=kieler.pasta

GitHub Project VSCode Marketplace
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Appendix



Structural Analysis
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Controller

Door

open
close

Controller

Door

open
close MISSING



Automation – Controller Constraints
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CC: ⟨system⟩⟨negated UCA type⟩⟨context⟩

⟨rule ID⟩ {
  controlAction: ⟨system⟩.⟨controlAction⟩
  type: ⟨UCA type⟩
  contexts: {
    ⟨UCA ID⟩ ⟨context⟩
  }
}



RL2 {
controlAction: Controller.open
type: not-provided
contexts: {
UCA3 [trainSpeed=null, trainPosition=atStation] [H2]

}
}

Automation – Controller Constraints
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ControllerConstraints
C3 "Controller must provide the control action 'open’, 
while trainSpeed is null, and trainPosition is atStation." [UCA3]



Automation - Scenarios
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⟨Scenario ID⟩ for ⟨UCA ID⟩ "⟨system⟩ ⟨UCA type⟩ ⟨context⟩. TODO"

⟨rule ID⟩ {
  controlAction: ⟨system⟩.⟨controlAction⟩
  type: ⟨UCA type⟩
  contexts: {
    ⟨UCA ID⟩ ⟨context⟩
  }
}



Description Filtering - ROLFER
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